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[bookmark: _Toc72828009][bookmark: _Toc72828173][bookmark: _Toc72828254][bookmark: _Toc72828335][bookmark: _Toc80693292][bookmark: _Toc80693684][bookmark: _Toc80693786][bookmark: _Toc80693893][bookmark: _Toc84192537][bookmark: _Toc84674233][bookmark: _Toc87862624][bookmark: _Toc87863098]Foreword
This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: _Toc72828011][bookmark: _Toc72828175][bookmark: _Toc72828256][bookmark: _Toc72828337][bookmark: _Toc80693294][bookmark: _Toc80693686][bookmark: _Toc80693788][bookmark: _Toc80693895][bookmark: _Toc84192538][bookmark: _Toc84674234][bookmark: _Toc87862625][bookmark: _Toc87863099]
1	Scope
[bookmark: OLE_LINK8][bookmark: OLE_LINK9]The scope of present document is to identify and evaluate the requirements and solutions to support user consent for 3GPP services while complying with user privacy considerations.
The details are as follows:
· Review TR 33.849 [3] with regards to the concept of user consent for 3GPP users, and identify what types of data collection and conditions under which the support of the user consent is required; then update them if needed;
· Identify target usage scenarios and trust domains;
· Analyse potential security threats and requirements for conditions under which user sensitive data are collected without user consent, and when user consent indication is not protected;
· Identify potential solutions to address the above security requirements. 
NOTE 1: 	Principles, regulations, and definitions related to privacy, which are recognized differently in each different country or area, are taken into account when deriving the concept of user consent for 3GPP users.
NOTE 2: 	Even where solutions exist to obtain user consent, collection and exposure of user sensitive data should be minimized and only be allowed where critical to the operation of the related feature.
[bookmark: _Toc72828012][bookmark: _Toc72828176][bookmark: _Toc72828257][bookmark: _Toc72828338][bookmark: _Toc80693295][bookmark: _Toc80693687][bookmark: _Toc80693789][bookmark: _Toc80693896][bookmark: _Toc84192539][bookmark: _Toc84674235][bookmark: _Toc87862626][bookmark: _Toc87863100]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.558: "Architecture for enabling Edge Applications (EA) ".
[3]	3GPP TR 33.849: “Study on subscriber privacy impact in 3GPP”.
[4]	3GPP TS 23.288: “Architecture enhancements for 5G System (5GS) to support network data analytics services”
[5]	3GPP TS 23.501: “System architecture for the 5G System (5GS)”
[6]	General Data Protection Regulation, https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:02016R0679-20160504&from=EN
[bookmark: _Toc72828013][bookmark: _Toc72828177][bookmark: _Toc72828258][bookmark: _Toc72828339][bookmark: _Toc80693296][bookmark: _Toc80693688][bookmark: _Toc80693790][bookmark: _Toc80693897][bookmark: _Toc84192540][bookmark: _Toc84674236][bookmark: _Toc87862627][bookmark: _Toc87863101]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc72828014][bookmark: _Toc72828178][bookmark: _Toc72828259][bookmark: _Toc72828340][bookmark: _Toc80693297][bookmark: _Toc80693689][bookmark: _Toc80693791][bookmark: _Toc80693898][bookmark: _Toc84192541][bookmark: _Toc84674237][bookmark: _Toc87862628][bookmark: _Toc87863102]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

[bookmark: OLE_LINK92]Data subject: As defined in TR 33.849 [3].
Data controller: As defined in TR 33.849 [3].
Data processor: As defined in TR 33.849 [3].
Personal data: As defined in TR 33.849 [3].
[bookmark: _Toc72828015][bookmark: _Toc72828179][bookmark: _Toc72828260][bookmark: _Toc72828341][bookmark: _Toc80693298][bookmark: _Toc80693690][bookmark: _Toc80693792][bookmark: _Toc80693899][bookmark: _Toc84192542][bookmark: _Toc84674238][bookmark: _Toc87862629][bookmark: _Toc87863103]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

Editor’s Note: Example needs to be deleted
[bookmark: _Toc72828016][bookmark: _Toc72828180][bookmark: _Toc72828261][bookmark: _Toc72828342][bookmark: _Toc80693299][bookmark: _Toc80693691][bookmark: _Toc80693793][bookmark: _Toc80693900][bookmark: _Toc84192543][bookmark: _Toc84674239][bookmark: _Toc87862630][bookmark: _Toc87863104]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

Editor’s Note: Example needs to be deleted

[bookmark: _Toc72828017][bookmark: _Toc72828181][bookmark: _Toc72828262][bookmark: _Toc72828343][bookmark: _Toc80693300][bookmark: _Toc80693692][bookmark: _Toc80693794][bookmark: _Toc80693901][bookmark: _Toc84192544][bookmark: _Toc84674240][bookmark: _Toc87862631][bookmark: _Toc87863105]4	General principles for user consent
[bookmark: _Toc60694422][bookmark: _Toc72828018][bookmark: _Toc72828182][bookmark: _Toc72828263][bookmark: _Toc72828344][bookmark: _Toc80693301][bookmark: _Toc80693693][bookmark: _Toc80693795][bookmark: _Toc80693902][bookmark: _Toc84192545][bookmark: _Toc84674241][bookmark: _Toc87862632][bookmark: _Toc87863106][bookmark: _Toc60665927][bookmark: _Toc60674722]4.1	Concept of user consent
Many new applications and use cases in the 5G System require the storage and processing of user data along with the request for providing communication services. In such cases, user consent is required. In this technical report user consent means a specific and clear opt-in of the user to indicate permission to the processing and collection of the user’s personal data for a specific purpose.
[bookmark: _Toc60694423][bookmark: _Toc72828019][bookmark: _Toc72828183][bookmark: _Toc72828264][bookmark: _Toc72828345][bookmark: _Toc80693302][bookmark: _Toc80693694][bookmark: _Toc80693796][bookmark: _Toc80693903][bookmark: _Toc84192546][bookmark: _Toc84674242][bookmark: _Toc87862633][bookmark: _Toc87863107]4.2	Background information to existing work
Privacy is one aspect for which user consent is needed. Privacy aspect has already been studied in detail in TR 33.849 [3], which provides privacy principles that need to be followed in 3GPP when designing new systems, security architectures and protocols. Parts of TR 33.849 [3] are related to user consent and can be taken into account in this study.
[bookmark: OLE_LINK91]In clause 6.5 of TR 33.849 [3], user consent is introduced as one of the threat mitigation approaches to mitigate the privacy risk, and gives a brief introduction on how explicit user consent can be collected.
In clause 5.3.4 of TR 33.849 [3], conditions which user consent is required for personal information disclosure is defined as: “Personal data disclosure with the purpose to accomplish a certain application/service needs to be under user's consent, unless the disclosure is performed in the legitimate interest of the data subject, e.g. providing a service.”
In Annex B of TR 33.849 [3], some regulations related to privacy are introduced.
However, with evolution of 3GPP network, more and more 3GPP services are introduced. Some services can require personal identification information (PII), thus, the identification of target usage case for user consent is necessary.
For different use case, the PII is identified by different identities, e.g., some of them is identified by subscriber ID, i.e., SUPI, and some of them is identified by user IDs. Thus, it is necessary that the source of user consent is identified case by case.
However, as mentioned before, privacy is only one of the drivers for user consent. User consent can also be given or prohibited for non PII.
In summary, different use cases need different solutions for authorization based on user consent. Security issues of how user consent is exchanged among NFs in the network and how they are handled and respected by various features specified by 3GPP will be considered in this study.
[bookmark: _Toc72828020][bookmark: _Toc72828184][bookmark: _Toc72828265][bookmark: _Toc72828346][bookmark: _Toc80693303][bookmark: _Toc80693695][bookmark: _Toc80693797][bookmark: _Toc80693904][bookmark: _Toc84192547][bookmark: _Toc84674243][bookmark: _Toc87862634][bookmark: _Toc87863108]5 	Use Cases and Architecture
[bookmark: _Toc87862635][bookmark: _Toc87863109][bookmark: _Toc72828021][bookmark: _Toc72828185][bookmark: _Toc72828266][bookmark: _Toc72828347][bookmark: _Toc80693304][bookmark: _Toc80693696][bookmark: _Toc80693798][bookmark: _Toc80693905][bookmark: _Toc84192548][bookmark: _Toc84674244][bookmark: _Toc60694425][bookmark: _Toc60665930][bookmark: OLE_LINK45][bookmark: OLE_LINK46][bookmark: _Toc60674725]5.1	Use Cases
[bookmark: _Toc87862636][bookmark: _Toc87863110]5.1.1	Use Cases #1: UE Related Analytics of NWDAF
[bookmark: _Toc72828022][bookmark: _Toc72828186][bookmark: _Toc72828267][bookmark: _Toc72828348][bookmark: _Toc80693305][bookmark: _Toc80693697][bookmark: _Toc80693799][bookmark: _Toc80693906][bookmark: _Toc84192549][bookmark: _Toc84674245][bookmark: _Toc87862637][bookmark: _Toc87863111]5.1.1.1	Use Case details
[bookmark: OLE_LINK7]NWDAF can provide UE related analytics services. The NWDAF collects UE related data, e.g. from UE, NFs, 3rd party, and outputs related analytics result, e.g. UE mobility analytics, UE communication analytics, expected UE behavioural parameters related network data analytics and abnormal behaviour related network data analytics as depicted in clause 6.7 in 3GPP TS 23.288 [4].
[bookmark: OLE_LINK81]The NWDAF can process UE related data as the following:
[bookmark: OLE_LINK84][bookmark: OLE_LINK85][bookmark: OLE_LINK79][bookmark: OLE_LINK80]-	Collect UE related data to provide UE related analytics for the user, e.g. UE mobility analytics.
[bookmark: OLE_LINK11][bookmark: OLE_LINK12][bookmark: OLE_LINK10]-	Share analytics result to NF consumers, e.g. internal NF or 3rd AF.
The PLMN NFs or AFs can process UE related data as the following:
[bookmark: OLE_LINK86][bookmark: OLE_LINK87]-	Collect and store UE related data.
-	Share UE related data to NWDAF.
Since the UE related data may contain personally identifiable information, thus, processing of those data should consider user consent aspects. The analytics service is provided by PLMN to a specific subscriber. The key point is that the NWDAF in the PLMN only collects network data which is bound to a subscriber ID, i.e. SUPI, and the analysis output is also bound to that SUPI. Even in case that another user borrows the subscriber’s phone, the PLMN cannot output an analysis result bound to that user because the PLMN just knows current collected data is from the subscriber identified by the SUPI. The PLMN does not output any analysis bound to that user who are using the phone, instead, the output is still bound to subscriber because the collected data is identified by the SUPI, not the user’s ID. The only issue is that the analysis may not be precious enough for the subscriber. Since the PLMN does not output any analysis bound to the user who are using the phone, the user’s privacy is not disrupted, so, it is also aligned with regulation. Thus, for this use case, since the service is provided to the specific subscriber, user consent should be collected from subscriber.
[bookmark: _Toc72828023][bookmark: _Toc72828187][bookmark: _Toc72828268][bookmark: _Toc72828349][bookmark: _Toc80693306][bookmark: _Toc80693698][bookmark: _Toc80693800][bookmark: _Toc80693907][bookmark: _Toc84192550][bookmark: _Toc84674246][bookmark: _Toc87862638][bookmark: _Toc87863112]5.1.1.2	Individual Architecture
For this use case, the architecture and framework as specified in TS 23.288 [4], TS 23.501 [5] are regarded as the baseline. The solutions shall build on the 5G System architectural principles as in TS 23.501 [5], including flexibility and modularity for newly introduced functionalities.
[bookmark: OLE_LINK1]Moreover, the individual architecture is shown in figure 5.1.1.2-1.
[image: ]
[bookmark: OLE_LINK13]5.1.1.2-1 Individual Architecture for data analytics
The UE related data is derived from the UE. 
[bookmark: OLE_LINK14]The NFs, for example, AMF, SMF, OAM, AF, etc., collect and store UE related data derived from the UE. Thus, the legal entity of those network entities is data controller. In case that the AF is outside of 3GPP network, the legal entity of the AF is another data controller.
The NWDAF collects UE related data from the NFs, and processes data for UE related analytics to provide UE related analytics services. Thus, the legal entity of the NWDAF is data processor. In case that the NWDAF is NF of data controller, the legal entity of the NWDAF is also data controller.
NOTE: Roaming architecture for NWDAF is not addressed in the present document.
[bookmark: _Toc72828024][bookmark: _Toc72828188][bookmark: _Toc72828269][bookmark: _Toc72828350][bookmark: _Toc80693307][bookmark: _Toc80693699][bookmark: _Toc80693801][bookmark: _Toc80693908][bookmark: _Toc84192551][bookmark: _Toc84674247][bookmark: _Toc87862639][bookmark: _Toc87863113][bookmark: OLE_LINK88][bookmark: OLE_LINK89]5.1.2	Use Cases #2: UE Information Exposure for Mobile Edge Computing
[bookmark: _Toc72828025][bookmark: _Toc72828189][bookmark: _Toc72828270][bookmark: _Toc72828351][bookmark: _Toc80693308][bookmark: _Toc80693700][bookmark: _Toc80693802][bookmark: _Toc80693909][bookmark: _Toc84192552][bookmark: _Toc84674248][bookmark: _Toc87862640][bookmark: _Toc87863114]5.1.2.1	Use Case details
[bookmark: OLE_LINK97]An edge enabler server (EES) of the edge data network caters to the edge applications running at an edge data network. The EES is configured to expose APIs (e.g. location service, UE identifier (GPSI)) to the edge application server (EAS), and the PLMN NFs are also configured to expose the relevant APIs to the EES. 
[bookmark: OLE_LINK98]The EAS collects the UE information via the EES’s APIs to provide specific services, e.g. collect GPSI and related GPS to provide accurate location service, and the EES may collect the UE information via the PLMN NFs’ APIs.
The EAS can process UE information as the following:
[bookmark: OLE_LINK93][bookmark: OLE_LINK94][bookmark: OLE_LINK99][bookmark: OLE_LINK95][bookmark: OLE_LINK96]-	Collect UE information to provide specific services, e.g. collect UE location to provide accurate location service.
The EES can process UE information as following:
[bookmark: OLE_LINK82][bookmark: OLE_LINK83]-	Collect and store UE information.
-	Share UE information to EAS.
The NFs in PLMN can process UE information as following:
-	Collect and store UE information.
-	Share UE information to EES.
The MEC service is provided by stakeholder of the EAS (e.g. 3rd party) to a specific subscriber. The key point is that the EAS in the 3rd party can identify the specific user who is using the MEC application. If the EAS requests for the user’s sensitive information from PLMN, e.g. location, GPSI, etc., user consent from the user may be needed because the user’s sensitive information is transferred between different data controllers, i.e. PLMN and 3rd party. Thus, for this use case, since the service is provided to the specific user, user consent should be collected from user.
[bookmark: _Toc72828026][bookmark: _Toc72828190][bookmark: _Toc72828271][bookmark: _Toc72828352][bookmark: _Toc80693309][bookmark: _Toc80693701][bookmark: _Toc80693803][bookmark: _Toc80693910][bookmark: _Toc84192553][bookmark: _Toc84674249][bookmark: _Toc87862641][bookmark: _Toc87863115]5.1.2.2	Individual Architecture
For this use case, the architecture and framework as specified in TS 23.558 [2], TS 23.501 [5] are regarded as the baseline. The solutions shall build on the 5G System architectural principles as in TS 23.501 [5], including flexibility and modularity for newly introduced functionalities.
Moreover, the individual architecture is shown in figure 5.1.2.2-1.
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Figure 5.1.2.2-1 Individual architecture for data analytics
The UE information is derived from the UE, which may include UE static ID, UE location, etc.
The home PLMN NFs in 3GPP core network store UE information. Thus, the legal entity of those network entities is data controller. In addition, the EES also collects and stores UE information from the 3GPP core network. Thus the legal entity of the EES is also data controller.
The EAS collects UE information from the the EES, and processes the UE information to provide specific services. Thus, the legal entity of the EAS is data processor. The legal entity of the EAS is also data controller.
[bookmark: _Toc60665933][bookmark: _Toc60674728][bookmark: _Toc60694428][bookmark: _Toc72828030][bookmark: _Toc72828194][bookmark: _Toc72828275][bookmark: _Toc72828356][bookmark: _Toc80693313][bookmark: _Toc80693705][bookmark: _Toc80693807][bookmark: _Toc80693914][bookmark: _Toc84192554][bookmark: _Toc84674250][bookmark: _Toc87862642][bookmark: _Toc87863116]5.2 	Common architecture
The common architecture for user consent is shown in figure 5.2-1.
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Figure 52-1 Common Architecture for User Consent
The data subject is provided specific services from the data controller, if the service needs user consent, e.g. the service requires to process the personal data, the data subject is required by the data controller for user consent for the service from the data controller. The data subject decides whether to grant the consent. In 3GPP, the data subject is end-user.
The data controller requires data subject to provide user consent for specific service if the service needs user consent. If the consent is granted from the data subject, the data controller collects and stores the personal data, and provides the personal data to the data processor. Once process result is received, the data controller provides the specifica service to the data subject. In 3GPP, the data controller is operator. the data controller will sign a contract with the data processor, the contract limits the data processing to the contracted out purpose
The data processor receives personal data from the data controller and provide process result to the data controller. In 3GPP, the data processor is data controller itself (i.e. operator) or 3rd party. 
The consent may be also given for defined external data processors (e.g. limited to being located in certain countries).
[bookmark: _Toc72828031][bookmark: _Toc72828195][bookmark: _Toc72828276][bookmark: _Toc72828357][bookmark: _Toc80693314][bookmark: _Toc80693706][bookmark: _Toc80693808][bookmark: _Toc80693915][bookmark: _Toc84192555][bookmark: _Toc84674251][bookmark: _Toc87862643][bookmark: _Toc87863117]6 	Key issues 
[bookmark: _Toc3556802][bookmark: _Toc49174584][bookmark: _Toc72828358][bookmark: _Toc80693315][bookmark: _Toc80693707][bookmark: _Toc80693809][bookmark: _Toc80693916][bookmark: _Toc84192556][bookmark: _Toc84674252][bookmark: _Toc87862644][bookmark: _Toc87863118]6.1	Key Issue #1: User's consent for exposure of information to Edge Applications
[bookmark: _Toc72828359][bookmark: _Toc80693316][bookmark: _Toc80693708][bookmark: _Toc80693810][bookmark: _Toc80693917][bookmark: _Toc84192557][bookmark: _Toc84674253][bookmark: _Toc87862645][bookmark: _Toc87863119]6.1.0	Use case mapping
As defined in clause 6.6 and 8.6 in TS 23.558 [2], the EES can expose some service capability APIs to the EAS(s). The exposed service capability APIs include EES capabilities and exposed 3GPP Core Network capabilities. Some APIs provided by the EES are related to user's consent such as UE location API specified in clause 8.6.2 in TS 23.558 [2] and UE Identifier API specified in clause 8.6.5 in TS 23.558 [2].
[bookmark: _Toc3556803][bookmark: _Toc49174585][bookmark: _Toc72828360][bookmark: _Toc80693317][bookmark: _Toc80693709][bookmark: _Toc80693811][bookmark: _Toc80693918][bookmark: _Toc84192558][bookmark: _Toc84674254][bookmark: _Toc87862646][bookmark: _Toc87863120][bookmark: _Toc3556804]6.1.1	Key issue details
The EES exposes UE Identifier API to the EAS in order to provide an identifier uniquely identifying a UE. Further, the EES exposes the UE location API to the EAS in order to support tracking or checking the valid location of the UE. In order to expose such user related private information to the Edge Application servers, consent from the user is needed.
EES capability exposure to the EAS as defined in TS 23.558 [2], mandates the end user's consent for reporting UE's information, particularly for UE Identifier API and UE location API. Also as suggested in TS 23.558 [2], whether and how user's consent is obtained to share the UE identifier with a particular EAS is covered in this key issue.
[bookmark: _Toc49174586][bookmark: _Toc72828361][bookmark: _Toc80693318][bookmark: _Toc80693710][bookmark: _Toc80693812][bookmark: _Toc80693919][bookmark: _Toc84192559][bookmark: _Toc84674255][bookmark: _Toc87862647][bookmark: _Toc87863121]6.1.2	Security threats
[bookmark: _Toc3813680]Use of user’s information to identify and track the user or user’s behavior without the permission or knowledge of the user, poses huge threat to user’s privacy. 
[bookmark: _Toc49174587][bookmark: _Toc72828362][bookmark: _Toc80693319][bookmark: _Toc80693711][bookmark: _Toc80693813][bookmark: _Toc80693920][bookmark: _Toc84192560][bookmark: _Toc84674256][bookmark: _Toc87862648][bookmark: _Toc87863122]6.1.3	Potential security requirements
Architecture for enabling edge applications shall support a mechanism for Edge Application Servers to obtain user's authorization, in order to access to and/or to expose the user's sensitive information (e.g. user's location).
NOTE:	When defining any procedures obtaining user's consent, it is needed to clarify “when” user’s consent is obtained, on “what” information it is obtained and provide details on “why” user’s consent is obtained (e.g. for what purposes the user consented information will be used).
[bookmark: _Toc72828363][bookmark: _Toc80693320][bookmark: _Toc80693712][bookmark: _Toc80693814][bookmark: _Toc80693921][bookmark: _Toc84192561][bookmark: _Toc84674257][bookmark: _Toc87862649][bookmark: _Toc87863123]6.2	Key Issue #2 User consent for UE data collection
[bookmark: _Toc72828364][bookmark: _Toc80693321][bookmark: _Toc80693713][bookmark: _Toc80693815][bookmark: _Toc80693922][bookmark: _Toc84192562][bookmark: _Toc84674258][bookmark: _Toc87862650][bookmark: _Toc87863124]6.2.1	Key issue details
5GS NFs will collect data about the UE being served. The NFs keep privacy related sensitive data such as profiling information, location information, etc. UE related data may also need to be transferred to another NF to fulfil a service request or, e.g., for analytics purposes. For example, the NWDAF shares the analytics results to the consumer NF which may be an internal NF or a 3rd party and exposes the UE Identifier, UE location in order to support tracking or checking the valid location of the UE. 
In order to meet related private information requirements stated above, user consent is needed.
[bookmark: _Toc72828365][bookmark: _Toc80693322][bookmark: _Toc80693714][bookmark: _Toc80693816][bookmark: _Toc80693923][bookmark: _Toc84192563][bookmark: _Toc84674259][bookmark: _Toc87862651][bookmark: _Toc87863125]6.2.2	Security threats
If the 5G NFs are not aware of the current status of user consent for a specific service, they may share information with other NF’s that are not essential for 5G communication that could lead to a compromise in the users privacy.  For example, sharing location, timings and device ID with a third party service or with a NF from an operator that is neither the home or visited network.
[bookmark: _Toc72828366][bookmark: _Toc80693323][bookmark: _Toc80693715][bookmark: _Toc80693817][bookmark: _Toc80693924][bookmark: _Toc84192564][bookmark: _Toc84674260][bookmark: _Toc87862652][bookmark: _Toc87863126]6.2.3	Potential security requirements
The 3GPP system shall provide a means for an NF to authenticate a request for information that may compromise a user’s privacy.
The 5GS shall provide a means for an NF to verify the status of user consent for a request for information that may compromise a user’s privacy.
The 5GS shall specify where an NF can find the status of user consent for service that it delivers.
The 5GSshall specify a means that allows a user to change or add consent for a service/for any UE sensitive information collection (e.g. UE location information).
5G NFs shall provide protect potential privacy related information both in transit and in storage. 
NOTE: the key issue covers also user consent not based on privacy regulation.
[bookmark: _Toc72828032][bookmark: _Toc72828196][bookmark: _Toc72828277][bookmark: _Toc72828367][bookmark: _Toc80693324][bookmark: _Toc80693716][bookmark: _Toc80693818][bookmark: _Toc80693925][bookmark: _Toc84192565][bookmark: _Toc84674261][bookmark: _Toc87862653][bookmark: _Toc87863127][bookmark: _Toc41060311][bookmark: _Toc56715723]6.3	Key Issue #3: Modification or revocation of user consent 
[bookmark: _Toc72828033][bookmark: _Toc72828197][bookmark: _Toc72828278][bookmark: _Toc72828368][bookmark: _Toc80693325][bookmark: _Toc80693717][bookmark: _Toc80693819][bookmark: _Toc80693926][bookmark: _Toc84192566][bookmark: _Toc84674262][bookmark: _Toc87862654][bookmark: _Toc87863128]6.3.1	Introduction
UDR (via UDM services) holds the user consent for user related data which is provisioned by MNO as a user subscription information. A service provider (external to MNO domain) can use Nnef_parameterProvision_Update service to update or to revoke the user consent to the UDM/UDR (when applicable).
In some regulatory domains, there exists a "right to be forgotten". In these domains, modification or revocation of user consent may require the data controller to delete the data for which prior user consent was given.
[bookmark: _Toc72828034][bookmark: _Toc72828198][bookmark: _Toc72828279][bookmark: _Toc72828369][bookmark: _Toc80693326][bookmark: _Toc80693718][bookmark: _Toc80693820][bookmark: _Toc80693927][bookmark: _Toc84192567][bookmark: _Toc84674263][bookmark: _Toc87862655][bookmark: _Toc87863129]6.3.2	Security threats
If user consent modification or revocation is done by an unauthorized party, a service to a consumer can be denied; or service might be granted to the consumer that should not have access to the user data. 
[bookmark: _Toc72828035][bookmark: _Toc72828199][bookmark: _Toc72828280][bookmark: _Toc72828370][bookmark: _Toc80693327][bookmark: _Toc80693719][bookmark: _Toc80693821][bookmark: _Toc80693928][bookmark: _Toc84192568][bookmark: _Toc84674264][bookmark: _Toc87862656][bookmark: _Toc87863130]6.3.3	Potential security requirements	
5GS shall support to delete the data if the user consent is modified or revoked after prior user consent was given.
5GS shall support to halt gathering and sharing of data as soon as the user consent is modified or revoked after prior user consent was given.

[bookmark: _Toc72828036][bookmark: _Toc72828200][bookmark: _Toc72828281][bookmark: _Toc72828371][bookmark: _Toc80693328][bookmark: _Toc80693720][bookmark: _Toc80693822][bookmark: _Toc80693929][bookmark: _Toc84192569][bookmark: _Toc84674265][bookmark: _Toc87862657][bookmark: _Toc87863131]6.4	Key Issue #4: KI on relationship between the subscriber and the end-users 
[bookmark: _Toc56715724][bookmark: _Toc41060312][bookmark: _Toc72828037][bookmark: _Toc72828201][bookmark: _Toc72828282][bookmark: _Toc72828372][bookmark: _Toc80693329][bookmark: _Toc80693721][bookmark: _Toc80693823][bookmark: _Toc80693930][bookmark: _Toc84192570][bookmark: _Toc84674266][bookmark: _Toc87862658][bookmark: _Toc87863132]6.4.1	Key issue details
Based on the discussion over the past meetings, companies had different perspective over the consent provided by the users or the subscriber. As the end-users of the subscription may not be the subscriber, for example, employee may use the subscription of the employer for business proposes. In such scenarios, the user consent can be provided either by the user(s) (employee(s)) or by the subscriber (employer) based on the use cases. For e.g., in the case where PLMN provides service for a subscription, the user consent can be collected from subscriber and for the case where 3rd party provides service for the user, the user consent can be collected from the users (end-users), as subscriber may not be involved or it is irrelevant for the subscriber.
As an outcome of the discussion, it is decided that, the user consent is obtained from the end-user(s) and the consent obtained from the end-users (subscriber and/or users) of the subscription is considered as valid for that subscription. 
NOTE: The term end-user defined in TR 21.905 [1].
[bookmark: _Toc56715725][bookmark: _Toc41060313][bookmark: _Toc72828038][bookmark: _Toc72828202][bookmark: _Toc72828283][bookmark: _Toc72828373][bookmark: _Toc80693330][bookmark: _Toc80693722][bookmark: _Toc80693824][bookmark: _Toc80693931][bookmark: _Toc84192571][bookmark: _Toc84674267][bookmark: _Toc87862659][bookmark: _Toc87863133]6.4.2	Security Threats
Not applicable.
[bookmark: _Toc56715726][bookmark: _Toc41060314][bookmark: _Toc72828039][bookmark: _Toc72828203][bookmark: _Toc72828284][bookmark: _Toc72828374][bookmark: _Toc80693331][bookmark: _Toc80693723][bookmark: _Toc80693825][bookmark: _Toc80693932][bookmark: _Toc84192572][bookmark: _Toc84674268][bookmark: _Toc87862660][bookmark: _Toc87863134]6.4.3	Potential Requirements
Not applicable.
[bookmark: _Toc80693332][bookmark: _Toc80693724][bookmark: _Toc80693826][bookmark: _Toc80693933][bookmark: _Toc84192573][bookmark: _Toc84674269][bookmark: _Toc87862661][bookmark: _Toc87863135][bookmark: _Toc72828040][bookmark: _Toc72828204][bookmark: _Toc72828285][bookmark: _Toc72828375]6.5	Key issue #5: Unambiguous naming of purposes
[bookmark: _Toc80693333][bookmark: _Toc80693725][bookmark: _Toc80693827][bookmark: _Toc80693934][bookmark: _Toc84192574][bookmark: _Toc84674270][bookmark: _Toc87862662][bookmark: _Toc87863136]6.5.0	Use case mapping
In all use cases, user consent is given for specific purposes. Thus this key issue is relevant for all use cases.
[bookmark: _Toc80693334][bookmark: _Toc80693726][bookmark: _Toc80693828][bookmark: _Toc80693935][bookmark: _Toc84192575][bookmark: _Toc84674271][bookmark: _Toc87862663][bookmark: _Toc87863137]6.5.1	Key issue details 
Data handling (i.e. processing, storage, distribution, usage, etc.) subject to user consent needs to be limited to the purposes for which user consent has been given. It is necessary to unambiguously specify this purpose in order to enforce it. For interoperability, it is necessary to standardize a machine readable format to specify these purposes. 
[bookmark: _Toc80693335][bookmark: _Toc80693727][bookmark: _Toc80693829][bookmark: _Toc80693936][bookmark: _Toc84192576][bookmark: _Toc84674272][bookmark: _Toc87862664][bookmark: _Toc87863138]6.5.2	Security threats
If the system isn’t aware of the precise limits of user consent given for data handling, there is a possibility that data is handled outside of the given consent. This could result in privacy violation of the user and could also entail a legal risk for the parties involved in processing and in forwarding the data.
[bookmark: _Toc80693336][bookmark: _Toc80693728][bookmark: _Toc80693830][bookmark: _Toc80693937][bookmark: _Toc84192577][bookmark: _Toc84674273][bookmark: _Toc87862665][bookmark: _Toc87863139]6.5.3	Potential security requirements 
The 3GPP system shall adhere to a publicly specified, machine readable format for specifying processing purposes.
[bookmark: _Toc72828045][bookmark: _Toc72828209][bookmark: _Toc72828290][bookmark: _Toc72828380][bookmark: _Toc80693342][bookmark: _Toc80693734][bookmark: _Toc80693836][bookmark: _Toc80693943][bookmark: _Toc84192578][bookmark: _Toc84674274][bookmark: _Toc87862666][bookmark: _Toc87863140]7	Potential solutions
[bookmark: _Toc72828046][bookmark: _Toc72828210][bookmark: _Toc72828291][bookmark: _Toc72828381][bookmark: _Toc80693343][bookmark: _Toc80693735][bookmark: _Toc80693837][bookmark: _Toc80693944][bookmark: _Toc84192579][bookmark: _Toc84674275][bookmark: _Toc87862667][bookmark: _Toc87863141]7.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	
	1
	2
	3
	

	#1: User Consent for Exposure of information to Edge Applications in Real Time
	[bookmark: OLE_LINK30][bookmark: OLE_LINK33]X
	
	
	

	#2: User Consent for UE Related Analytics of NWDAF
	
	X
	
	

	#3: User Consent for UE Related Analytics of NWDAF
	
	X
	
	

	#4: Check of User Consent for 3GPP Service Exposure
	X
	
	
	

	#5: Privacy preservation of transmitted data
	
	X
	
	

	#6: Revocation for user consent
	
	
	X
	



[bookmark: _Toc72828047][bookmark: _Toc72828211][bookmark: _Toc72828292][bookmark: _Toc72828382][bookmark: _Toc80693344][bookmark: _Toc80693736][bookmark: _Toc80693838][bookmark: _Toc80693945][bookmark: _Toc84192580][bookmark: _Toc84674276][bookmark: _Toc87862668][bookmark: _Toc87863142][bookmark: OLE_LINK6][bookmark: OLE_LINK15][bookmark: OLE_LINK16][bookmark: OLE_LINK19][bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: OLE_LINK27]7.1	Solution #1: User Consent for Exposure of information to Edge Applications in Real Time
[bookmark: _Toc72828048][bookmark: _Toc72828212][bookmark: _Toc72828293][bookmark: _Toc72828383][bookmark: _Toc80693345][bookmark: _Toc80693737][bookmark: _Toc80693839][bookmark: _Toc80693946][bookmark: _Toc84192581][bookmark: _Toc84674277][bookmark: _Toc87862669][bookmark: _Toc87863143]7.1.1	Solution overview
The solution addresses key issue #1 “User Consent for Exposure of information to Edge Applications”.
The solution introduces a new function user consent function (UCF), the UCF can collect and maintain user consent from user in real time. The UCF is operator’s internal AF which can be merged with other internal AF, and can communicate with user.
NOTE 1:	How would the UCF know from what user it collected the user consent form is not addressed in this solution.
NOTE 2:	Whether UCF should communicate with user is not addressed in this solution.
NOTE 3:	How UCF can determine the user is not addressed in this solution if UCF communicates with user.
[bookmark: _Toc72828049][bookmark: _Toc72828213][bookmark: _Toc72828294][bookmark: _Toc72828384][bookmark: _Toc80693346][bookmark: _Toc80693738][bookmark: _Toc80693840][bookmark: _Toc80693947][bookmark: _Toc84192582][bookmark: _Toc84674278][bookmark: _Toc87862670][bookmark: _Toc87863144]7.1.2	Solution details
[image: ]
Figure 7.1.2.1	Authorization based on User Consent
1. AS sends API invocation to NEF, requesting for user’s sensitive information, e.g. location. The invocation includes AS ID and user ID. The user ID is associated to specific user.
2. The NEF sends the API invocation with the AS ID and the user ID to NF provider to retrieve the information.
3. The NF provider checks whether authorization of user consent is needed or not based on the invocated API according to local policy, e.g. regulation, if the invocation requests the user’s sensitive data, the NF provider may check whether user is allowed based on local policy. Otherwise, if the invocation requests non-user information or policy is not needed, the NF provider may not check the consent.
4. If check of consent is needed, the NF provider sends Consent Request message with the API ID, the AS ID and the user ID to the UCF.
5. The UCF checks whether consent is allowed. The UCF may push application request to the user for consent via application layer, the UCF may also push SMS to the user assocated with the MISDN. The request shows that user consent is needed for sharing your sensitive information to 3rd party. If consent is received or rejected, the UCF replies result to the NF provider. The UCF may store the consent for future use.
6. The UCF sends Consent Response to the NF provider with the result.
7. If the result shows that consent is allowed, the NF provider response to the API invocation, otherwise, the invocation is cancelled.
NOTE 4: How AS’s purpose for data processing is determined is not addressed in this solution.
NOTE 5: How to track where data has been communicated to in case of a requirement for later deletion is not addressed in this solution.
[bookmark: _Toc72828050][bookmark: _Toc72828214][bookmark: _Toc72828295][bookmark: _Toc72828385][bookmark: _Toc80693347][bookmark: _Toc80693739][bookmark: _Toc80693841][bookmark: _Toc80693948][bookmark: _Toc84192583][bookmark: _Toc84674279][bookmark: _Toc87862671][bookmark: _Toc87863145]7.1.3	Solution evaluation
The solution is incomplete.
[bookmark: _Toc72828051][bookmark: _Toc72828215][bookmark: _Toc72828296][bookmark: _Toc72828386][bookmark: _Toc80693348][bookmark: _Toc80693740][bookmark: _Toc80693842][bookmark: _Toc80693949][bookmark: _Toc84192584][bookmark: _Toc84674280][bookmark: _Toc87862672][bookmark: _Toc87863146][bookmark: OLE_LINK34][bookmark: OLE_LINK35][bookmark: OLE_LINK23][bookmark: OLE_LINK22]7.2	Solution #2: User Consent for UE Related Analytics of NWDAF
[bookmark: _Toc80693741][bookmark: _Toc80693843][bookmark: _Toc80693950][bookmark: _Toc84192585][bookmark: _Toc84674281][bookmark: _Toc87862673][bookmark: _Toc87863147]7.2.1	Solution overview
The solution addresses key issue #2.
The solution gives an overview for user consent on services provided by NWDAF.
[bookmark: _Toc80693742][bookmark: _Toc80693844][bookmark: _Toc80693951][bookmark: _Toc84192586][bookmark: _Toc84674282][bookmark: _Toc87862674][bookmark: _Toc87863148]7.2.2	Solution details
[bookmark: _Toc72828052][bookmark: _Toc72828216][bookmark: _Toc72828297][bookmark: _Toc72828387][bookmark: _Toc80693349][bookmark: _Toc80693743][bookmark: _Toc80693845][bookmark: _Toc80693952][bookmark: _Toc84192587][bookmark: _Toc84674283][bookmark: _Toc87862675][bookmark: _Toc87863149]7.2.2.1	NF Authorization based on User Consent
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Figure 7.2.2.1-1	NF Authorization based on User Consent for NWDAF
1. The UDM maintains user consent for the subscriber.
1. The NWDAF sends Data/Analytics Request to Data Provider, the request includes SUPI and analytics ID.
1. If the request is for specific analytics, e.g. may collect UE’s information for UE related analytics, the Data provider checks whether user consent is needed for the analytics according to local policy, e.g. regulation.
1. The Data Provider sends Consent Check Request message to the UDM. The message includes the service ID, the Service Provider ID and the SUPI. The service ID is associated with the analytics ID.
1. The UDM checks user consent according to the maintained user consent.
1. The UDM sends Consent Check Response message to the Data Provider. The message includes the result, i.e. permission granted or denied.
1. The Data Provider starts to collect the requested data based on the result.
NOTE 1: If step 2 is done in another place like in NWDAF or UDM, the details are not addressed in this solution.
NOTE 2: When UDM itself is data provider, the details are not addressed in this solution.
[bookmark: _Toc72828053][bookmark: _Toc72828217][bookmark: _Toc72828298][bookmark: _Toc72828388][bookmark: _Toc80693350][bookmark: _Toc80693744][bookmark: _Toc80693846][bookmark: _Toc80693953][bookmark: _Toc84192588][bookmark: _Toc84674284][bookmark: _Toc87862676][bookmark: _Toc87863150]7.2.2.2	User Consent Format
The UDM maintains the following parameters for user consent for services provided by NWDAF:
· UE ID: refers to a subscriber, can be SUPI.
· [bookmark: OLE_LINK29][bookmark: OLE_LINK28]Service Provider ID: refers to a service provider who provides data analytics service for the UE, can be PLMN ID.
· Service ID: refers to a data analytics service, can be analytics ID.
Those parameters are combined to indicate that a specific subscriber has user consent to consume specific network analytics service provided by the specific service provider.
[bookmark: _Toc72828054][bookmark: _Toc72828218][bookmark: _Toc72828299][bookmark: _Toc72828389][bookmark: _Toc80693351][bookmark: _Toc80693745][bookmark: _Toc80693847][bookmark: _Toc80693954][bookmark: _Toc84192589][bookmark: _Toc84674285][bookmark: _Toc87862677][bookmark: _Toc87863151]7.2.2.3	Obtain of User Consent
The subscriber may give its consent to operator when the subscriber signs service contract with the operator.
[bookmark: _Toc72828055][bookmark: _Toc72828219][bookmark: _Toc72828300][bookmark: _Toc72828390][bookmark: _Toc80693352][bookmark: _Toc80693746][bookmark: _Toc80693848][bookmark: _Toc80693955][bookmark: _Toc84192590][bookmark: _Toc84674286][bookmark: _Toc87862678][bookmark: _Toc87863152]7.2.3	Solution evaluation
The solution is incomplete.
[bookmark: _Toc80693747][bookmark: _Toc80693849][bookmark: _Toc80693956][bookmark: _Toc84192591][bookmark: _Toc84674287][bookmark: _Toc87862679][bookmark: _Toc87863153][bookmark: _Toc72828301][bookmark: _Toc72828391]7.3	Solution #3: User Consent for UE Related Analytics of NWDAF
[bookmark: _Toc80693748][bookmark: _Toc80693850][bookmark: _Toc80693957][bookmark: _Toc84192592][bookmark: _Toc84674288][bookmark: _Toc87862680][bookmark: _Toc87863154]7.3.1	Solution overview
The solution addresses key issue #2.
The solution gives an overview for user consent on services provided by NWDAF.
[bookmark: _Toc80693749][bookmark: _Toc80693851][bookmark: _Toc80693958][bookmark: _Toc84192593][bookmark: _Toc84674289][bookmark: _Toc87862681][bookmark: _Toc87863155]7.3.2	Solution details
[bookmark: _Toc80693750][bookmark: _Toc80693852][bookmark: _Toc80693959][bookmark: _Toc84192594][bookmark: _Toc84674290][bookmark: _Toc87862682][bookmark: _Toc87863156]7.3.2.1	NF Authorization based on User Consent

[image: ]
Figure 7.3.2.1-1	NF Authorization based on User Consent for NWDAF
0. The UDM maintains user consent for the subscriber.
1. If the NWDAF receives request for specific analytics from Data Consumer, e.g. it may collect UE’s information for UE related analytics, the NWDAF checks whether user consent is needed for the analytics according to local policy, e.g. regulation.
2. If there is no user consent paramters in the NWDAF’s UE context, the NWDAF sends Nudm_SDM_Get Request message to the UDM. The input “Subscription data type(s)” shall be set to “user consent subscription data”, the input “Key for each Subscription data type(s)” shall be set to “SUPI”, the input “Data Sub Key(s)” shall be set to “data processor ID” and/or “purpose of data process”.
3. The UDM retrieves user consent parameters.
4. The UDM sends Nudm_SDM_Get Response message to the Data Provider. The message includes the user consent parameters. The NWDAF stores the user consent parameters in the NWDAF’s UE context.
5. Based on the user consent parameters, the NWDAF sends Data/Analytics Request to Data Provider, the request includes the SUPI and the analytics ID.
6. The Data Provider starts to collect the requested data based on the result.
[bookmark: _Toc80693751][bookmark: _Toc80693853][bookmark: _Toc80693960][bookmark: _Toc84192595][bookmark: _Toc84674291][bookmark: _Toc87862683][bookmark: _Toc87863157]7.3.2.2	User Consent Format
The UDM maintains the following user consent parameters for services provided by NWDAF:
· UE ID: refers to a subscriber, can be SUPI.
· Data Processor ID: refers to a service provider who provides data analytics service for the UE, can be PLMN ID.
· Purpose of Data Processing: refers to a data analytics service, can be service operation name (e.g. Nnwdaf_AnalyticsSubscription_Subscribe), with specific analytics ID input.
· User Consent Result: whether there is consent for data processor to process the data according to purpose of data processing.
Editor’s Note: whether purpose of data processing is sufficient is ffs.
NOTE:	Details of purpose of data processing is addressed in key issue #5.
Those parameters are combined to indicate that a specific subscriber has user consent to consume specific network analytics service provided by the specific service provider.
[bookmark: _Toc80693752][bookmark: _Toc80693854][bookmark: _Toc80693961][bookmark: _Toc84192596][bookmark: _Toc84674292][bookmark: _Toc87862684][bookmark: _Toc87863158]7.3.2.3	Obtain of User Consent
The subscriber may give its consent to operator when the subscriber signs service contract with the operator.
The subscriber may change or add consent to operator when the subscriber changes its subscription with the operator.
[bookmark: _Toc80693753][bookmark: _Toc80693855][bookmark: _Toc80693962][bookmark: _Toc84192597][bookmark: _Toc84674293][bookmark: _Toc87862685][bookmark: _Toc87863159]7.3.3	Solution evaluation
TBAThe solution addresses key issue #2.
[bookmark: _Toc66181377][bookmark: _Toc80693754][bookmark: _Toc80693856][bookmark: _Toc80693963][bookmark: _Toc84192598][bookmark: _Toc84674294][bookmark: _Toc87862686][bookmark: _Toc87863160][bookmark: _Toc72828056][bookmark: _Toc72828220][bookmark: _Toc72828308][bookmark: _Toc72828398]7.4	Solution #4: Check of User Consent for 3GPP Service Exposure
[bookmark: _Toc66181378][bookmark: _Toc80693755][bookmark: _Toc80693857][bookmark: _Toc80693964][bookmark: _Toc84192599][bookmark: _Toc84674295][bookmark: _Toc87862687][bookmark: _Toc87863161]7.4.1	Solution overview
The solution addresses key issue #1 “User Consent for Exposure of information to Edge Applications”.
[bookmark: _Toc66181379][bookmark: _Toc80693756][bookmark: _Toc80693858][bookmark: _Toc80693965][bookmark: _Toc84192600][bookmark: _Toc84674296][bookmark: _Toc87862688][bookmark: _Toc87863162]7.4.2	Solution details
[bookmark: _Toc80693353][bookmark: _Toc80693757][bookmark: _Toc80693859][bookmark: _Toc80693966][bookmark: _Toc84192601][bookmark: _Toc84674297][bookmark: _Toc87862689][bookmark: _Toc87863163]7.4.2.1	Check of user consent on NEF/CAPIF
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Figure 7.4.2.1-1 Check of User Consent on NEF/CAPIF
0. UDM maintains user consent parameters as subscription data as depicted in 7.4.2.2.
1. AS sends API invocation to NEF/CAPIF, requesting for processing user’s data, e.g. if the invocated service is “Nnef_Location_LocationUpdateNotify” with inputs with AF ID, and GPSI, it means that the AF asks NEF/CAPIF to retrieve location of UE identified by the GPSI.
2. The NEF/CAPIF determines whether the invocated service needs to check user consent based on operator’s local policy, e.g. whether regulation is required, whether the invocated service is to process user’s personal information, etc.. If there is no need to check user consent, step 3-6 can be skipped.
Editor’s note: how does the NEF know the purpose from API invocation is ffs.
3. If there is no related user consent parameters in UE context, the NEF/CAIPF invokes Nudm_SDM_Get Request service to retrieve related user consent parameters. Otherwise, step 4-5 can be skipped.
4. The NEF/CAPIF sends Nudm_SDM_Get Request message to the UDM, the message shall include UE ID, and may include purpose of data processing, data processor ID. The UE ID can be SUPI which is resolved with the GPSI by NEF/CAPIF using existing mechanism. The purpose of data processing is format combined with service operation name and some of specific inputs which are derived from the API invocationrefers to which actions are done with the data to achieve which goal. The data processor ID can be AF ID or more generic which is resolved from the AF ID in the API invocation.
Editor’s note: how does the NEF know the purpose from API invocation is ffs.
5. The UDM returns requested user consent parameters, which includes user consent result.
6. The NEF/CAPIF determines whether to authorize the API invocation or not according to the user consent parameters based on implementation. For example, if the API invocation is for inquiring user’s privacy information, the NEF/CAPIF identifies the user consent result using the AF ID and purpose “sharing”. If the user consent result of the purpose of data process is not allowed, the NEF/CAPIF rejects the AF’s request with specific cause. If the user consent result of the purpose of data process is allowed, the NEF/CAPIF accepts the AF’s request. If there is no explicit user consent results, the NEF/CAPIF can decide to reject or accept the AF’s request based on operator’s local policy. Besides, if the user consent result of the purpose of data process is allowed, the NEF/CAPIF uses Nudm_SDM_Subscribe service to subscribe the change of user consent parameters event on the UDM to maintain the non-outdated user consent parameters.
7. The NEF/CAIPF response for the API invocation based on determination in step 6.
[bookmark: _Toc87862690][bookmark: _Toc87863164]7.4.2.2	User Consent Parameter
The UDM maintains the following user consent parameters:
· UE ID: can be SUPI.
· Data Processor ID: refers to a data processor who process data for the UE, can be AF ID, or more generic, e.g. “3rd party” or “all”.
· Purpose of data processing: combined with service operation name and some of specific inputs, e.g. Nnef_AnalyticsExposure_Subscriber with Analytic ID set to “UE communication analytics”, which means to allow AF to ask for UE’s communication analytics information. the goal that processing the data ultimately achieves, refers to which actions are done with the data to achieve which goal.
· Editor’s Note: Further information elements to uniquely define a purpose are FFS.
· User Consent Result: whether there is consent for data processor to process the data according to purpose of data processing.
[bookmark: _Toc87862691][bookmark: _Toc87863165]7.4.3	Solution evaluation
TBA.
The solution addresses the key issue #1 when the 3rd EES uses 3GPP exposure capability to retrieve user’s personal data.
[bookmark: _Toc72856316][bookmark: _Toc80693355][bookmark: _Toc80693760][bookmark: _Toc80693862][bookmark: _Toc80693969][bookmark: _Toc84192604][bookmark: _Toc84674300][bookmark: _Toc87862692][bookmark: _Toc87863166]7.5	Solution #5: Privacy preservation of transmitted data
[bookmark: _Toc72856317][bookmark: _Toc80693356][bookmark: _Toc80693761][bookmark: _Toc80693863][bookmark: _Toc80693970][bookmark: _Toc84192605][bookmark: _Toc84674301][bookmark: _Toc87862693][bookmark: _Toc87863167]7.5.1	Introduction
This solution addresses key issue #2.
During the transfer of data/metadata/analytics-output from one NWDAF to another NWDAF, it should be ensured that any information that can reveal the identity of the user or compromise in another way the privacy of the user is protected.
Therefore, appropriate measures should be taken by the sender NWDAF to protect any information that can hamper privacy and maybe reveal the identity of the user. Some of the examples are positioning information, user profile information, etc. This information should be processed/filtered by a NWDAF before sending the data to another NWDAF.
Thus, the privacy-sensitive information has to be protected (in accordance with the regulatory requirements and the operator's policies) before being transferred to any other NWDAF.
[bookmark: _Toc72856318][bookmark: _Toc80693357][bookmark: _Toc80693762][bookmark: _Toc80693864][bookmark: _Toc80693971][bookmark: _Toc84192606][bookmark: _Toc84674302][bookmark: _Toc87862694][bookmark: _Toc87863168]7.5.2	Solution details
To protect the sensitive and private information of the user, a privacy framework is introducedBy this, different privacy rules can be applied by different operators/vendors based upon specific policies and requirements, e.g. by local policy.
The privacy rules can be stored in the home network in
-	UDM/UDR if privacy is configured per subscriber, or
-	NRF if privacy is generic for all the subscribers of one or several NFs. 
User privacy policies and rules can be retrieved from UDM. NRF can also push this information to NFs.
Service requests related to User data need to be indicated, e.g. by an IE  'DataPurposeID'. The NF Service Consumer (i.e. requester NWDAF1 NF) needs to send this 'DataPurposeID' along with the request to the NF Service Producer (e.g. NWDAF2). Based on this IE, the NWDAF2 will process privacy related data accordingly to the specific policy or requirement valid in this operator network, before sending a service response to the requester NWDAF1. 
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Figure 7.5.2-1: Generic Procedure to preserve user privacy based upon the predefined policies
Step 0: If an operator configures the privacy rules in the NRF (generic for all subscribers), then the NRF can push the policy/rules to NF in the response of registration/heartbeat.  A heartbeat message is sent by NFs every some seconds (i.e. 10-20 seconds). Therefore whenever the privacy rule is changed in the NRF, the NRF can push updated rules to the NFs.
Step 1: NWDAF1  sends a user data request to NWDAF 2 (Sending NWDAF Instance) with an additional IE DataPurposeID indicating the purpose.
NOTE: 	DataPurposeID specifies the purpose of the user data request corresponding to an analytics ID. For instance, the DataPurposeID can be 'Advertisement' corresponding to the user data request of analytics ID 'location'. 
Step 2: NWDAF2 sends a request to retrieve the user privacy policies for a specific subscriber from the UDM/UDR. Or it can use the locally configured policies based upon the operator's or geographical requirements. 
Step 3: UDM/UDR sends the privacy policies configured for the subscriber either by the operator or by the user or based upon the privacy local policy for a specific geographical region.
Step 4: NWDAF2, after receiving the policies, applies them to the requested user data for the DataPurposeID. For instance, because of the privacy policy it can either reject the request completely or it sends the data without or with anonymization. The latter preserves the sensitive information of the user. Policies received in Step 0 are also applied along with policy received in Step 3. 
Step 5: NWDAF2 sends the processed data to NWDAF1 as a response to the initial request. 
[bookmark: _Toc72856319][bookmark: _Toc80693358][bookmark: _Toc80693763][bookmark: _Toc80693865][bookmark: _Toc80693972][bookmark: _Toc84192607][bookmark: _Toc84674303][bookmark: _Toc87862695][bookmark: _Toc87863169]7.5.3	Evaluation
TBD
[bookmark: _Toc66181381][bookmark: _Toc80693764][bookmark: _Toc80693866][bookmark: _Toc80693973][bookmark: _Toc84192608][bookmark: _Toc84674304][bookmark: _Toc87862696][bookmark: _Toc87863170]7.6	Solution #6: Revocation for user consent
[bookmark: _Toc80693765][bookmark: _Toc80693867][bookmark: _Toc80693974][bookmark: _Toc84192609][bookmark: _Toc84674305][bookmark: _Toc87862697][bookmark: _Toc87863171]7.6.1	Solution overview
The solution addresses key issue 3.
The solution gives an overview for revoking user consent due to some regulatory requirements.
[bookmark: _Toc80693766][bookmark: _Toc80693868][bookmark: _Toc80693975][bookmark: _Toc84192610][bookmark: _Toc84674306][bookmark: _Toc87862698][bookmark: _Toc87863172]7.6.2	Solution details
Figure 7.6.2-1 illustrates the general procedure for user consent revocation. 
The overall assumption is that user consent is part of subscription of the UE stored in UDM. If there is revocation or modification requirement on user consent, UDM shall initiate the subsequent procedures in the network. There are several means for a UE to trigger the user consent revocation, for example, out-of-band way, i.e. the user can revoke a contract. 
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Figure 7.6.2-1 user consent revocation procedure
The pre-condition is that, a data consumer or an intermediate NF (e.g. including NWDAF/NEF) shall subscribe to the user consent revocation as a service at UDM, reusing the subscription notification procedure, e.g. Nudm_SDM_notification service. To be detailed, the inputs shall be set as: “Subscription data type(s)” is set to “user consent subscription data”, the “Key for each Subscription data type(s)” is set to “SUPI”. 
Another precondition is that any NF acquiring user consent from the UDM shall register to this revocation service.
Step1: UDM updates subscription information which aims to revoke the user consent due to the request from user. User can request to withdraw its specific user consent corresponding the user data, e.g. location, identity through the demand on network. How does the user require the revocation is not captured in this solution. 
Editor’s Note: How does the UDM decide whether a data consumer is allowed to subscribe to the service is ffs
Editor's note: how to achieve the necessary granularity of subscription to receive only relevant consent revocation information (i.e. related to that data, and for what purpose) is FFS.
Step2a: UDM shall send out the Nudm_SDM_Notify message which shall include UE ID, processor ID, purpose of processing, user consent result to the Intermediate NF. UE ID is relevant to the subscriber ID, e.g. SUPI, GPSI, processor ID refers to a data processor who processes data for the UE, can be PLMN ID, AF ID, or more generic, e.g. “3rd party” or “all”. Purpose of processing is linked to the revoked services. User consent result refers to consent for data processor to process the data according to purpose of data processing, e.g. allowed or not allowed.
Once receiving the request, the intermediate NF shall delete the data subject to the consent, if the intermediate NF has the processing data functionalities, such as analysis, collection functionalities, intermediate NF shall stop processing the data subject to the consent. 
Step 3: If the Data Consumer accesses the Data Provide via intermediate NF, the intermediate NF shall additionally send user consent revocation request message to the Data Consumer. Upon receiving the request, the Data Consumer shall delete the data subject to the consent, if the intermediate NF has the processing data functionalities, such as analysis, collection functionalities, intermediate NF shall stop processing the data subject to the consent.
Step2b: UDM shall send out the Nudm_SDM_Notify message to Data Consumer directly. The message is the same as provided to the intermediate NF. 
Once receiving the request, the Data Consumer shall delete the data subject to the consent, if the intermediate NF has the processing data functionalities, such as analysis, collection functionalities, intermediate NF shall stop processing the data subject to the consent.
Editor’s Note: How to handle scenarios where the target NF is not available is FFS.
[bookmark: _Toc80693767][bookmark: _Toc80693869][bookmark: _Toc80693976][bookmark: _Toc84192611][bookmark: _Toc84674307][bookmark: _Toc87862699][bookmark: _Toc87863173]7.6.3	Solution evaluation
There is no impact on UE side.
[bookmark: _Toc84674308][bookmark: _Toc87862700][bookmark: _Toc87863174]7.7	Solution #7: Retrieving User's consent for exposure of information to the Edge Applications from UDM
[bookmark: _Toc84674309][bookmark: _Toc87862701][bookmark: _Toc87863175]7.7.1	Introduction
This solution addresses the security requirement on user's consent for exposure of information to Edge Applications in key issue #6.1.
For the use case of user consent of Edge applications, the Edge Enabler server is the enforcing entity which retrieves the user consent from the UDM using the subscription ID of the UE or the Application ID. 
[bookmark: _Toc84674310][bookmark: _Toc87862702][bookmark: _Toc87863176]7.7.2	Solution details


Figure 7.7.2-1: User's consent for exposure of information to the Edge Applications
1.  The user consent parameters are stored in UDM as subscription data. 
As TS 23.558 [2] indicates that based on the request from EAS, the EES shares the UE information. The EES provides such information only if the user consent is available at the EES and the EAS is authorised to receive such information from the EES. 
	[bookmark: _Toc74058445][bookmark: _Toc84192612][bookmark: _Toc84674311][bookmark: _Toc87862703]8.6.2	UE location API
[bookmark: _Toc37791034][bookmark: _Toc42003999][bookmark: _Toc50584342][bookmark: _Toc50584686][bookmark: _Toc57673589][bookmark: _Toc74058446][bookmark: _Toc84192613][bookmark: _Toc84674312][bookmark: _Toc87862704]8.6.2.1	General
The EES exposes the UE location API to the EAS in order to support tracking or checking the valid location of the UE. The UE location API exposed by the EES relies on the 3GPP core network capabilities as specified in clause 8.10.3. 
The EAS can request UE location API for one-time reporting to check current UE location and for continuous reporting to track UE's location.
----------Snip---------------
3.	UE Identifier between EAS and the EES is authorized for the UE location API (e.g. appropriate access token is received by EAS based on user's consent).
---------------------------------



If there is no related user consent parameters in UE context, the EES invokes Nudm_SDM_Get Request service to retrieve related user consent parameters from the UDM. Otherwise, steps 1-6 can be skipped.
1. The EES (enforcing entity) sends API invocation to NEF, requesting to obtain user consent for sharing user’s sensitive information. The API invocation includes the Application ID or the subscription ID of the UE. 
1. Based on the local policy, the NEF determines the corresponding UDM for the consent check or consent retrieval. 
1. NEF sends the Nudm_SDM_Get Request message to the UDM. The message includes the API invocation with the Application ID or the subscription ID of the UE. 
1. The UDM retrieves user consent parameters based on the subscription ID of the UE or the application ID. 
1. The UDM sends Nudm_SDM_Get Response message to the NEF. The response message includes the user consent parameters. 
1.  Upon receiving the user consent parameters from the UDM, the NEF forwards the user consent parameters to the requesting EES. 
NOTE: EES has to be operated by the same entity as the data providers. 
Editor’s Note: It is FFS if/how consent checking is done within the PLMN
[bookmark: _Toc84674313][bookmark: _Toc87862705][bookmark: _Toc87863177]7.7.3	Evaluation
TBD
This solution proposes that the user consent is stored at the UDM as a part of subscription data. If the EES is within trusted domain, this solution supports a mechanism for the EES to retrieve the user consent directly from the UDM using the the Application ID and based on the consent, the EES decides whether the user’s sensitive information needs to be shared with the requesting entities or not. If EES is not within the trusted domain utilizing 5G services via NEF, then the NEF can retrieve the user consent from the UDM. As per the solution, the consent checking is transparent to the UDM.
[bookmark: _Toc72828060][bookmark: _Toc72828224][bookmark: _Toc72828312][bookmark: _Toc72828402][bookmark: _Toc80693363][bookmark: _Toc80693772][bookmark: _Toc80693874][bookmark: _Toc80693981][bookmark: _Toc84192614][bookmark: _Toc84674314][bookmark: _Toc87862706][bookmark: _Toc87863178]8	Conclusions
[bookmark: _Toc80693364][bookmark: _Toc80693773][bookmark: _Toc80693875][bookmark: _Toc80693982][bookmark: _Toc84192615][bookmark: _Toc84674315][bookmark: _Toc87862707][bookmark: _Toc87863179][bookmark: _Toc25816793][bookmark: _Toc25816055][bookmark: _Toc25815899][bookmark: _Toc25815748][bookmark: _Toc25815279][bookmark: _Toc22642998][bookmark: _Toc72828061][bookmark: _Toc72828225][bookmark: _Toc72828313][bookmark: _Toc72828403]8.1	Conclusion on KI #1 User's consent for exposure of information to Edge Applications
The following specific aspects are concluded for normative work:
· If EES is within the trusted domain utilizing 5GC services without NEF, the EES shall act as the consent enforcing entity.
· Otherwise, if the EES is not within the trusted domain utilizing 5GC services via NEF, the NEF shall act as the consent enforcing entity.
[bookmark: _Toc80693365][bookmark: _Toc80693774][bookmark: _Toc80693876][bookmark: _Toc80693983][bookmark: _Toc84192616][bookmark: _Toc84674316][bookmark: _Toc87862708][bookmark: _Toc87863180]8.2	Conclusion on KI #2: User consent for UE data collection
In the use case of UE related analytics in NWDAF, the following specific aspects are concluded for normative work:
-	The NWDAF determines whether to allow the NF service consumer to request for analysis using data subject to user consent based on user consent parameters.
-	The NWDAF retrieves user consent parameters in NWDAF’s UE context or invokes UDM service to retrieve user consent parameters.
NOTE:  This architecture only works when NWDAF and data provider are operated by the same entity. 
[bookmark: _Toc80693366][bookmark: _Toc80693775][bookmark: _Toc80693877][bookmark: _Toc80693984][bookmark: _Toc84192617][bookmark: _Toc84674317][bookmark: _Toc87862709][bookmark: _Toc87863181]8.3	Conclusion for Key Issue #3: Modification or revocation of user consent
The following specific aspects for use case#1 (NWDAF) are concluded for normative work:
-	NWDAF shall subscribe the service for notification of revocation of user consent if the NWDAF processes data subject to user consent, and shall be notified if user consent is changed.
-	If user consent is revoked, the NWDAF shall halt analyzing and collecting of data subject to the user consent. Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
-	If user consent is revoked, the NWDAF shall notify NF service consumers to halt processing of data subject to the user consent.
NOTE 1:	 This architecture only works when NWDAF and data provider are operated by the same entity. 
Editor’s Note: The modification or revocation of user consent aspects for MEC are FFS.  
The following specific aspects for use case#2 (MEC) are concluded for normative work:
If EES is within the trusted domain utilizing 5GC services without NEF, the EES shall act as the consent enforcing entity. Otherwise, if the EES is not within the trusted domain utilizing 5GC services via NEF, the NEF shall act as as the consent enforcing entity. The enforcing entity (EES or NEF) shall behave as below:
· If the enforcing entity shares data subject to user consent, the enforcing entity shall subscribe the service for notification of revocation of user consent, and shall be notified if user consent is changed.
· If user consent is revoked, the enforcing entity shall notify other consumer network entities to halt processing of data subject to the user consent.
· Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
NOTE 2:	 This architecture only works when EES or NEF and data provider are operated by the same entity.
[bookmark: _Toc80693367][bookmark: _Toc80693776][bookmark: _Toc80693878][bookmark: _Toc80693985][bookmark: _Toc84192618][bookmark: _Toc84674318][bookmark: _Toc87862710][bookmark: _Toc87863182]8.4	Conclusion on KI #4: Relationship between the subscriber and the end-users
For the KI #4 on relation between the subscriber and the end-users, it is concluded that:
The user consent is obtained from the end-users. The end-users may be the subscriber or may authorize the subscriber to provide consent on behalf of the end-users or the end-users are authorized by the subscriber to provide the consent. How authorization is provided between the subscriber and the users is out-of-scope of 3GPP.
End-users cannot retroactively make the user consent setting more permissive, i.e., If end-user accepts processing of data for purpose 1, and later also accepts purpose 2 (making the consent more permissive), the data collected before end-user have given consent for purpose 2 can not be used for purpose 2. If end-user revokes consent for purpose 1 (making end-user consent setting more restrictive), that also applies to data collected before the change in consent setting.
[bookmark: _Toc80694115][bookmark: _Toc87862711][bookmark: _Toc87863183][bookmark: _Toc80693368][bookmark: _Toc80693777][bookmark: _Toc80693879][bookmark: _Toc80693986][bookmark: _Toc84192619][bookmark: _Toc84674319]8.5	Conclusion on KI #5 Unambiguous naming of purposes
An NF acting as the user consent enforcement point shall be able to determine the actual purpose for data processing when other NFs request data subject to user consent. 
NF involved in user consent handling may include a list of purposes when requesting user consent related parameters from the enforcement point. However, this is left to the normative work and to be decided on a use case basis. It is recommended that the purpose of data processing is formatted as a blob. The content of such blob is out of scope.
All NFs involved in processing data subject to user consent are assumed to be operated by the same entity and therefore have the same notion of what the purpose (formatted as blob) means. How to map such a blob to human readable format, should there be a need, is left out of scope.
[bookmark: _Toc87862712][bookmark: _Toc87863184]8.56	General Conclusions
[bookmark: _Toc80693987][bookmark: _Toc84192620][bookmark: _Toc84674320][bookmark: _Toc87862713][bookmark: _Toc87863185]8.56.1	UDM Service for User Consent Check
The following aspects are concluded for normative work:
[bookmark: OLE_LINK42][bookmark: OLE_LINK5][bookmark: OLE_LINK2]-	UDM service is used to retrieve user consent parameters for NF to check of user consent. This service is used for the UDM service consumer to obtain user consent parameters if user consent parameters are not available on the service consumer.
-	User consent parameters are stored in UDM as subscription data.
-	User consent parameters include end-user ID (i.e. SUPI), purpose of data processes, processor ID (e.g. PLMN ID, NF Instance ID) and user consent results (i.e. granted or not granted).
Editor’s Note: How the UDM decides whether the service consumer is allowed to request user consent information is FFS.
Editor’s Note: Standardization of purposes is FFS.
[bookmark: _Toc80693988][bookmark: _Toc84192621][bookmark: _Toc84674321][bookmark: _Toc87862714][bookmark: _Toc87863186]8.56.2	General Conclusion on Generic Requirement for the Procedures for User Consent Check
The following generic aspects are concluded for normative work:
-	How to check of user consent in a generic way shall be specified. This will provide guideline for new use cases (i.e. other than NWDAF and MEC), that need to check of user consent. Generic statement will be made for:
-	If a service is invoked by NF service consumer directly, NF service provider shall check user consent based on user consent parameters in UE context or the NF service provider shall use UDM service to retrieve the user consent parameters.
[bookmark: OLE_LINK111][bookmark: OLE_LINK169]-	If there is an intermediate NF which is involved in service invocation, e.g. NWDAF, NEF, etc., the intermediate NF checks user consent based on user consent parameters in UE context or the intermediate NF invokes UDM service to retrieve the user consent parameters.
NOTE:	How the enforcement entity is aware of the purpose of processing will be addressed in normative phase.
[bookmark: _GoBack]Editor’s Note: how the NWDAF / NEF is aware of the purpose of processing is FFS.
Editor’s Note: Generic conclusion on enforcement point could be futile/contradicting. So, conclusions will only be added on case-by-case basis.
[bookmark: _Toc80693989][bookmark: _Toc84192622][bookmark: _Toc84674322][bookmark: _Toc87862715][bookmark: _Toc87863187]8.56.3	UDM Service for User Consent Revocation
The following aspects are concluded for normative work:
-	UDM service is used to notify about user consent change. If user consent parameters are changed, the service consumer shall be notified.
-	Upon receiving notification of user consent revocation, the service consumer shall halt processing of data subject to the user consent.
-	User consent is effective until revoked.
-	User consent shall only be effective for data collected after the point in time that user consent was given.
Editor’s Note: How to delete data subject to the user consent is ffs.
[bookmark: _Toc80693990][bookmark: _Toc84192623][bookmark: _Toc84674323][bookmark: _Toc87862716][bookmark: _Toc87863188]8.56.4	Generic Requirement for the Procedures for User Consent Revocation
The following generic aspects are concluded for normative work:
[bookmark: OLE_LINK51]-	How to handle user consent revocation shall be specified in a generic way. This is to provide guideline for new use cases that need notification of revocation of user consent.
[bookmark: OLE_LINK168]-	If a service is invoked by NF service consumer directly, NF service provider subscribes UDM service which can be notified that user consent is changed.
-	If user consent is revoked, the NF service provider halts processing of data subject to the user consent.
-	Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
-	If there is an intermediate NF which is involved in service invocation, e.g. NWDAF, NEF, etc., the intermediate NF subscribes UDM service which can be notified that user consent is changed
-	If user consent is revoked, the intermediate NF halts processing of data subject to the user consent, if available.
-	If user consent is revoked, the intermediate NF notifies NF service consumers to halt processing of data subject to the user consent.
-	Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
[bookmark: _Toc52376090][bookmark: _Toc72828062][bookmark: _Toc72828226][bookmark: _Toc72828314][bookmark: _Toc72828404][bookmark: _Toc80693369][bookmark: _Toc80693778][bookmark: _Toc80693880][bookmark: _Toc80693991][bookmark: _Toc84192624][bookmark: _Toc84674324][bookmark: _Toc87862717][bookmark: _Toc87863189]Annex A:
Observations related to regulations
NOTE 1: 	There are many regional privacy regulations. In this clause specific ones like GDPR are considered for guidance only.
The European General Data Protection Regulation (GDPR) can be considered one of the leading privacy regulations as other countries (such as India) are using it as a blueprint to update their own privacy regulations. It defines that consent must be freely given, specific, informed, and unambiguous. It also means that, for users in the European Union, if consent is chosen as the legal basis for processing, users have to agree actively through an affirmative action (opt in). Other legislations such as Brazil’s Lei Geral de Proteção de Dados Pessoais (LGPD) from August 2020 and the upcoming Indian privacy law both use similar guidelines for obtaining consent. Jurisdictions such as California and their Consumer Privacy Act (CCPA), while not having limitations on the initial collection of personal data, do have updated consent controls regarding the selling and onward transfer of personal data. Thus, there could be different views around the world how user consent should be handled as there are different laws and principles around privacy in the different countries/regions.
Under the GDPR, while most of the interest revolves around the legal basis of consent for processing personal data, it forms only one of six legal bases. The other five (contract, legal obligations, vital interests of the data subject, public interest, and legitimate interest) are all used as well. Thus, there could be other legal bases for processing personal data than consent.
Consent can be obtained through a variety of methods and techniques, as long as the action is an affirmative one by the data subject and matches the GDPR requirements of being freely given, specific, informed, and unambiguous. This can be from ticking a box on a website to writing a letter confirming everything. Thus, how consent can be given depends on the concrete use case and also on the laws of the jurisdictions which govern the use case. 
The following articles in the GDPR [6] can be considered to derive key issues and solutions:
"
Article 6 Lawfulness of processing 
1.Processing shall be lawful only if and to the extent that at least one of the following applies: (a) the data subject has given consent to the processing of his or her personal data for one or more specific purposes;
……
Article 7 Conditions for consent
1. Where processing is based on consent, the controller shall be able to demonstrate that the data subject has consented to processing of his or her personal data.
……
3. The data subject shall have the right to withdraw his or her consent at any time. The withdrawal of consent shall not affect the lawfulness of processing based on consent before its withdrawal. Prior to giving consent, the data subject shall be informed thereof. It shall be as easy to withdraw as to give consent.
……
Article 15 Right of access by the data subject
1. The data subject shall have the right to obtain from the controller confirmation as to whether or not personal data concerning him or her are being processed, and, where that is the case, access to the personal data and the following information: (a) the purposes of the processing; (b) the categories of personal data concerned; (c) the recipients or categories of recipient to whom the personal data have been or will be disclosed, in particular recipients in third countries or international organisations; (d) where possible, the envisaged period for which the personal data will be stored, or, if not possible, the criteria used to determine that period; (e) the existence of the right to request from the controller rectification or erasure of personal data or restriction of processing of personal data concerning the data subject or to object to such processing; (f) the right to lodge a complaint with a supervisory authority; (g) where the personal data are not collected from the data subject, any available information as to their source; (h) the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.
……
Article 17 Right to erasure ('right to be forgotten')
1. The data subject shall have the right to obtain from the controller the erasure of personal data concerning him or her without undue delay and the controller shall have the obligation to erase personal data without undue delay where one of the following grounds applies: (a) the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed; (b) the data subject withdraws consent on which the processing is based according to point (a) of Article 6(1), or point (a) of Article 9(2), and where there is no other legal ground for the processing;
……
Article 20 Right to data portability
1.The data subject shall have the right to receive the personal data concerning him or her, which he or she has provided to a controller, in a structured, commonly used and machine-readable format and have the right to transmit those data to another controller without hindrance from the controller to which the personal data have been provided, where: (a) the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or on a contract pursuant to point (b) of Article 6(1); and (b) the processing is carried out by automated means. 
2. In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall have the right to have the personal data transmitted directly from one controller to another, where technically feasible."
NOTE 2: 	despite GDPR's prominence, a large number of teleservice and telemedia laws exist, which may override or strengthen the provisions given in GDPR. 
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